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= Microsoft

Capture more value
from connected cars

Cars are becoming...

Fully Connected Shared Autonomous Personalized

' "'o
To build connected cars, ‘ - - OEMs
' ~

OEMs, suppliers, and
partners need...

Tier one Suppliers
Global Scale & Flexibility & Security &
Reliability Openness Compliance Systems Integrators

3) Connected Vehicle 1) Over-The-Air 2) Cyber-security Services Providers

Platform brivacy, and tull control
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1) Over—the-Air
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B System Architecture for Secure OTA

Cloud
e Download diff file from Cloud

e

: TCU |
[ Data Center I
! :
1
: Server Renesas R-Car H3 I
| Diff Generator ,I
\
7 B e e ~ N
! ECUA Cluster ECU |
Legend . [Full Re- [Full/Delta flash] !
I Update Installer 1
TCP/IP Software module 1 :
I
BUS ! Renesas D1Mx-OTA |
N e Target ECUs _~/
Scope2
B Scope P
_ Characteristics / Challenges Activity
Scope1 +  Connectivity DHS SOTA(Uptane)
How to reduce communication costs by delta flash algorism - SIET]
. Security DHS SOTA
the authenticity and integrity of software updates
Scope2 » Reliability/Cost-effectiveness Lead by OEMs/Tire 1/Micro vendors

A/B storage, enough additional space to keep a delta

erved
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e Overview

This work is sponsored by DHS(Department of Homeland Security) Cybersecurity Division
2 year project(Oct. 2015 - Sept. 2017)

UMTRI, SwRI are leading this work

e Basic principle

% UMTRI a
2) %
% 4
) o e
ES UNIVERSITY OF MICHIGAN

Homeland TRANSPORTATION
Security RESEARCH INSTITUTE

Competitive area : Delta-flash algorism, E/E Architecture, Cloud ...

Collaborative area: Security mechanism

e Objective

DENSO

Develop an open standard for secure over-the-air (SOTA) automotive software updates

Create a proof-of-concept secure reference implementation

Focus on automotive platform, usability, security, and the supply chain

Task # Task Task Start | Task Due Milestones Milestone Due
Date Date Date
1 Requirements  (Month 1 Month 6 [Initial Requirements Month 3
Workshop Month 3
Final Requirements Month 6
2 [Design Month 1 Month 12 [Initial Design Month 6
Workshop Month 9
Final Design Month 12
3 Implementation (Month 1 Month 18 |Prototype Implementation Month 12
& Integration Final Vehicle-Integrated Implementation Month 18
4 Testing and Month 1 Month 24 [Test & Evaluation Plan Month 6
Evaluation Workshop (combined with Task 2 workshop) [Month 9
Refined Test & Evaluation Plan Month 10
Test & Evaluate Prototype Implementation Month 18
Test & Evaluate Final Vehicle-Integrated Month 24
Implementation
(O DENSO CORPORATION All rights reserved
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DHS SOTA(Uptane) Overview 1/2

e Use cases

— Avehicle must be able to verify the authenticity, integrity, and timeliness of a bundle of software
updates an OEM wishes to install on its ECUs.

— Avehicle should be able to install this bundle of updates on some (ideally all, if there are no failures)
ECUs.

e Failure model
— An ECU may run out of power while installing a software update.
- A software update may be interrupted during download.
- An ECU may suffer permanent network loss. Reposion

Is ther e’ Bundle-2
ECU-2

®

— An ECU may run out of storage for update.

Ad infinitum...

Is there an update?

e Threat model
Endless data attack

Repository

Bundle-2

ECuU-2
v2

ECU-1 S—— - (R
— Partial bundle installation attack o () | =2
= Here are updales — . I_ /
~ Freeze attack LA Ecu-1 | [Ecu2

v || v |

Repository

Is there 2 2 |
s there an update | Bundle-2

ECU-2 e B B
. ECU-1 ‘ ECU-2
- 1 . ; |
Same old story | -—
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DHS SOTA(Uptane) Overview 2/3

e The Update Framework I T

. signs root keys for

~ Separation of duties (roles, keys, metadata). (e J... — [=== twpees

metadata images

signs for images

e W A1 F=»{ A2 H Aimg |

. '.. '\ "

A J T C =3 Y

[ timestamp ]—h-[ snapshot ]—h'_ targets kv
— Explicit and implicit revocation of keys. % TS,

— Multi-trust signatures.

v
¢,
o,

prEVISE I timestamp ] | release || root I targets director
L] L] @
e Logical Architecture Primary
loader

(ECU 1)

— Primary ECU current timestamp B release root .@‘M director
e downloads, verifies, (o]

distributes metadata = ————Semmesesveineesmeess.

+ images to previens

. G ) I timestamp | | release | | root I @‘m director
secondaries. .

verification

boot
— Secondaries ECU Secondary —
(ECU 2) I timestamp | | release | | root I [M director

e verify* metadata +

image distributed by
primary, and installs

. previous
image.

director

Partial

. . boot
verification
Secondary current

(ECU 3) director

L]
image "
:
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DHS SOTA(Uptane) Overview 3/3

e UPTANE design features

— Additional storage to recover from endless data attacks

o A/B storage the simplest implementation.
e Optimization: add just enough space to store delta from old to new image.

Boot- Previous Latest downloaded | Previous Latest downloaded
loader | metadata metadata image image (possibly a delta)

— Vehicle version manifest to detect partial bundle installation attacks

* Primary must send the director the vehicle version manifest (what every ECU has
installed) whenever it contacts for the latest updates.

e If director detects mismatch between last updates and manifest, then OEM can be
alerted for follow-up.

Primary
— Time server to limit freeze attacks e
e ECUs continually update time from a time server Schd samp metadata

ECU 1 ECU 3 ECU 2

DENSO (O DENSO CORPORATION All rights reservec
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Recent Security Trends
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2) Cyber-security

Category

Service

Connected Service ECUs(Telematic
OBD Aftermarket Device

V2X(CACC)

Automated Driving (Lv2.9)

Attack to vehicle
Terrorism, Fun

Vehicle theft, Attach
malicious device

|
Remote attack to Telematics

Attack to OBD I/F (Disable function)
|

Remote attack through Smartphone/Center
|

Direct & Remote attack to Telematics, IVI
|

V2V Attack
Pretend EmerFency Vehicle Accident/ Block ?rafﬁc

Attack to Main Vehicle Bus

Warning to industry

Attack to Local Vehicle Bus

Improve Performance

! ¥
Tune-up
|

Add Function

|
Aftermarket: Remote Starter, Cruise Control,

Disable
Restriction

tp://w{/:/

OBD: Onboard Diagnostics, CACC: Coorperative Adaptive Cruise Control

LDW: Lane Departure Warning

DENSO

<>

JAMA

Aftermarket: Door lock with speed
Aftermarket: Emergency Brake Signal

|
LDW, Collision Detection
|

ﬂ reza.pekori.j|

o g‘ - Aftermarket Automated Driving
= S W

s __-Ioor.nlﬂﬁ@a)m
Hifegiures/ ___1=5-g‘sorg,e-'
" "helz-self-dmngzcar/f 55

Disable ACC restriction
{
Alter/Disable ADAS restriction

VDA

<>

i

INTERNATIONAL,

JasPar < AuT@©SsAR

SHEIEIR )T IFEECBRIZTLA—HR
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Security Standardization in N.A.

2) Cyber-security 14 /34

GLOBAL GROUND VEHICLE STANDARDS

IL

- et i
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* The Vehicle Electrical System
Security Committee (VESSC) is
active since May 5, 2011

609 committees
8,865 members
2,898 companies
1,423 meetings

Committee meetings are open
to all interested parties, but
only committee members vote

S
MvC ~
> { Jconnected Vehicle
Advisory Group
| | 8 L] L} L} L}
Electrical
Steering Cmie

T

1
VESSC

* Organized under the SAE Motor
Vehicle Council (MVC) in
Electrical Systems Group

DENSO

VESSCIZ# L TCyber-security®
REHARS12%SAE J3061&£L

| GuidelinesTF

— Hardware Security

Vehicle Electrical
TF

TEEDZERE N,
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2) Cyber-security 15 /34
What’ s SAE J3061

e This recommended practice establishes a set of high-level guiding
principles for cybersecurity as it relates to automotive cyber-physical
systems to be utilized in series production.

e Motivation

— Cybersecurity was relatively new to automotive, and most existing
information did not address unique aspects of embedded
controllers

— Cybersecurity principles, process and terminology are needed that
can be commonly understood between OEMs, Tier 1 suppliers & key
stakeholders

— Adefined and structured process helps ensure that cybersecurity is
built into the design throughout product development

e Based on ISO 26262 Functional Safety process framework

D ENSO (© DENSO CORPORATION All rights reserved



2) Cyber-security 16 /34

50 26262

Part 4 Product development: system level

Part 7

Part 3 Concept : i
da s g Part5 F et Part 6 Produc Production and Management of Cybersecurity
developmest Wlopmem: operation
hardware Ir el ore level B = — &
oncept Phase. = - _ S/ Production and
v ) L Operation
i e Product Development: Carried on after
: sttem Level release _for
Part 8 Supporting processes p— — ir:fc::um::t?:n but

determined in other
phases to the left
(Product

Product

Part 9 ASIL-oriented and safety-oriented analyses W eiopment:

Prtﬂdtﬂ Hardware Level Development and
t Development.
Part 10 Guideline on ISO 26262 (informative) Software Level Sephes oo e

applies to or affects
this phase.

Source: J3061™ SAE J3061™
Copyright SAE International Supporting Processes

DENSO (© DENSO CORPORATION All rights reserved
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Relationship between Security and Safety Process

2) Cyber-security 17 /34

Feature Definition

v

Initiation of Cybersecurity Lifecycle
(Planning)

!

€ = ———
Potential Communication
Paths between Cybersecurity
and Safety Engineers

Threat Analysis and Risk Assessment

Identify Highest Risk Potential Threats

|

v

B R

Identify Cybersecurity Goals

Cybersecurity Concept

‘-—-—

v

Identify Functional Cybersecurity
Requirements

v

Initial Cybersecurity Assessment

¢

Concept Phase Review

«———

DENSO

Safety Process

Hazard Analysis & Risk
g
Assessment
t B Functional Safety Concept

Safety Goal

Functional Safety
Requirements

—

Concept Phase Review
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= e
[E]T>—CACC (Cooperative Adaptive Cruise Control)

» Definition of security requirement from hazards SHE: Secure Hardware Extension

MAC: Message Authentication Code

Safety goal Security goal
v NY—F:BRELEDENE Y BB R—
v REWRE: TL—F4—/F/F, BAMEHIE :>

v' ASIL: x

vV X aT7IKEE: R—

vV EBXNR EEXME., EELAN, oY
o XEE BME.RYTEL
o AIFHESSEWM. oiiE. ERIARMT

* Vehicle Longitudinal Control

Acceleration request Torque Enoi
CACC > V2V [r— vav [l - GSW L s cacc V¥ il
|| ey erver|| SHEI
iER=R e X Brake
GPS Radar
. MAC
Acceleration
Speed | Brake Pedal
ﬁ ||“ Speed > ECU HCcRC
Sensors

SHE/MACI:O%#J%%%EE;E
Secure J1TAG

> Safety & Securityfl A DX KR CTEHEZFD
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CLOUD
I LTE .
Data Center l

e

--------- | Vehice [ H/U ][ ..
i U 1 VehICIe r \ Multimedia { * Threat
Bluetooth : i 500
@ | | s LADAS [|Locator
Smart Phone \-;:# ' B"ﬁif’F‘i’th L @ — Q Qo ‘ <
| o & L > [ 5 = ENG AT
| ! =. owertrain
am V2X Comm. i i ! o-_J» r =X ()—0—1 P P
“ : |
: i g Classis E PS Bra ke
EVSE © '; Dedicated Line : e : - C) ‘ ‘
G) u 1 L
- | S— ! oy A/C || Door
Dedicated Li Q@ ¢ ¢
DiagnOSiS edicate ine r
: N I
ration req que Enoi
o ngine
CACC > V2V Protocol C /LC
Key Server SHE
\ v Brake
GPS Radar
. MAC
Acceleration
Speed | Brake Pedal
ﬁ ||“ Speed > ECU HCcRc
Sensors

> ITERD—EMNLEEXTa )T, TN ZEHEIZEIZER,

DENSO

| * Vehicle Longitudinal Control
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tX2 YT T—EFOFPERO= O ER i

g
- ¥
Y
Layered/Domain Protection Threat
CLOUD /
- — % Vehicle |]_(| _ H/U
Data Center l' ' TeU i - S Multimedia Py '
1
Bluetooth ! :
WiFi o ! i ADAS Locator
Smart Phone \—; 1> i BIL\u;t_quth ! o ' O S ADAS 7Y P
_— I-F1 1
O 1 : i -; 3‘> § -; 1> ENG AT
k- o | V2X Comm. : : po 1 a C 1 Powertrain * ‘
a “ : ITS ; E] ) )——0—
) Eti} : : g Classis EPS Brake
=
EVSE &= | Wy E o O r Py
: & ) A/C Door
Sttt Body
* *
Diagnosis

Layer 3

ﬁ
Prevention Encryption Access Control Message Authentication
(Function) — (Filtering) )
Key Management Secure Programing
Access Control
(Auth., Filtering) ECU Authentication Secure IP, Storage
S EEEEEEEEEEEEEEEEESR
Detection Anomaly Detection Recovery

Secure Logging Re-programming via Tool and OTA

> 2020FEBHEENEEZTA=OD. 7T—FTIFVvEEED L. B ELLG S REMEEA
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Platform

3) Connected Vehicle
Platform
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Connected Vehicle PlatformZ B Y& <ERIK

Government office,
Ha:mo Olympic &
Ride-sharing Car-sharing Insurance Rent-a-car Taxi Kirobo Paralympic, etc.

Mobility Services Platform

Collaborate with various mobility services by opening API
Smart Key Box Flexible Telematics Use of Probe Fleet car Other API
/'Trans Log leasing insurance data/vehicle data management

Toyota Smart Center

Toyota Financial
Services
Corporation

Financing

Toyota Big
function

. 5o Telematics service Use of big data Data Center
Global Communications Platform

© Toyota Motor Corporation

H & : IEEE.org
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Platform

AWS IoT Overview
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3) Connected Vehicle

Platform

MicrosoftE M E &L T=loT PFDYI7LU R T —XTOF ¥

Device Connectivity Data Processing, Analytics and Management Presentation & Business Connectivity

IP capable
devices

loT Client

Existing loT

devices

loT Client

I Gateway

I
A I loT Client
. 1

Low power
devices

p———y

— Data Path

:_ _ 1 Opticnal solution component

Il o7 solution component

DENSO

Cloud
Gateway

Provisioning API

Iden d Registry Stores

Device State Store

Stream Processors

Storage

App Backend

Analytics &
Machine Learning

Personal
mobhile

Solution UX devices

Business
Integration
Connectors

and
e Cateway(s)

Business
systems
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Connected Vehicle PlatformZEIR A D 1 i ZE 44

QSRR =X )70 @B TSI ETILAD S I
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Device Connectivity ‘ Data Processing, Analytics and Management ‘ Presentation & Business Connectivity

IP capable
devices = Provisioning API Persanial
loT Client mol.oile
App Backend Solution UX devices
tatv and Reqnstry Stores
Existing loT Dewce State Store
devices P oud
loT Client T T TT ! Stream Processors :
| 1 Business
1 Integration
I Gateway gre
:4—’ Connectors :
s _\\ | : “nd Business
(I |07 Client Anclytics & o e systems
1 P N 5 Eama Oateway(s)
ol i 4 === Aormge Machine . =arning Y
devices

— Data Path

:_ _ 1 Opticnal solution component

Il o7 solution component

(MVehicle To Cloudi@{E1=& [+ 5 QoSHll{E QEMMLDRKELHIFEHRD T ILEA LALIE
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